STOP

TIPS TO STAY SAFE FROM SCAMMERS
ON THE PHONE
Are you expecting this phone call?

THINK

Continue the conversation
but stay sceptical

YES

TALK

PROTECT

YES

Are they asking for your personal
information (date of birth,
bank details) when you did not
expect this?

End the conversation - never
give personal information
if you’re unsure - call your
bank or the organisation they
claim to be from to check.
Wait at least 3 mins for the
call to end

NO

NO

End the conversation

If you are unsure - call your bank or
the organisation they claimed to be
from to check. Talk to family/friends
about what has happened

Continue the
conversation if you still
know the purpose but
DO NOT give more
personal information
than expected. NEVER
give away your bank
PIN

IMPORTANT CONTACTS: In an emergency call 999 or for general enquiries 101.
To report a crime: Action Fraud - 0300 123 2040. Visit getsafeonline.org for advice
and register for the telephone preference to opt out of cold calls: 0845 070 0707

If you
have given
away any
information
then call your
bank and
Action Fraud
to report it

STOP

TIPS TO STAY SAFE FROM SCAMMERS USING EMAIL
Are you expecting this email?

THINK

If the email asks for moneycontact the person yourself to
check they sent it themselves

YES

NO

Fraudsters can use official
logos and email addresses to
gain your trust- be suspicious
of unexpected emails

Is there a link in the email?

TALK

PROTECT

YES

NEVER click
on a link in an
unexpected email.
Does the email
claim to be from
your bank?

YES

NO

The bank will NEVER ask you to
change your user name/password
by clicking a link in an email and
visiting a website

NO

Be cautious of anything the
email asks you to do - NEVER
send money to someone you
don’t trust. If you are concerned
talk to your bank or the
organisation they claimed to be
from to check

Remain suspicious of the email, do not
make calls to 09 or 0447 numbers as they
charge high rates

TIPS: Use different passwords for all accounts • At least 12 characters • Upper and Lower case • Symbols e.g. @%
• No common words, Protect your computer with Anti-virus and never click on
links or attachments, reduce unwanted emails - install anti-spam

IMPORTANT CONTACTS: In an emergency call 999 or for general enquiries 101.
To report a crime: Action Fraud - 0300 123 2040. Visit getsafeonline.org for advice.

